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Agenda

1. Brembo Corporate - Mechatronic Advanced R&D
2. Software Process improvement with Automotive-SPICE
3. Safety Process improvement with IEC 61508

) 4. Conclusions
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1. Brembo Mechatronic Advanced R&D
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‘ Brembo Corporate
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World leader in the design and
manufacturing of high performance
braking systems and components

A fully integrated industrial process
from foundries to assembly




i Advanced R&D: examples of Mechatronic projects

Electrical Parking Brake for light trucks

Electrical Parking Brake for high performance
cars
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‘ Targeting Automotive-SPICE and IEC 61508

‘ In order to be able to propose new mechatronic products to h IS
Customers, Brembo decided to:

implement his Software Process @  Automotive -SPICE

implement his Safety Process @ |EC 61508

Customers are requiring a
Software Process
compliant to Automotive-
SPICE to be considered as
suppliers
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‘ Standards for functional safety

‘ ...State of the art at the date of product placed onthe ma  rket...

IEC61508 FAKRA (WD26262)
: : (not yet available)
Generic basic standard
for the functional Applica@andard
safety of electrical / for the alomotive
electronic / industrMsector
programmable based on IEC61508

electronic systems
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‘ Process Team & Project Teams: Brembo organization
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Coaching
SPICE

Coaching
IEC61508
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Mechatronic
Process Team

e Software Process

» Safety Process

Team EPB VeCo

Team EPB Auto

Team BBW

Automotive-SPICE
ASSessors

Independent Safety
Assessors




2. Software Process Improvement
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‘ Software Process @ Automotive-SPICE

‘ Pilot project: EPB VeCo
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‘ Automotive-SPICE in Brembo: target activities for asse ssment

‘ Supporting activities:

s MAN3 Project mngt

s MANS5 Risk mngt .

s  ACQ4 Supplier monitoring

s ACQ11 Technical requirements

a  ACQ13 Project requirements

s SUP1 Quality assurance

s SUP8 Configuration mngt

s SUP9 Problem resolution mngt
SUP10 Change request mngt
SPL1 Supplier tendering ENG10

System Testing

Customer
needs

SPL2
Product Release

ENG1 Requirement
Elicitation

ENG2 System
Requirement

Analysis
ENG3 ENG9 Sy_stem
System Design Integranpn
y Analysis
Reauirement ENGS
9 : Software Testing
Analysis
ENG5 ENG7 Software
Software Design Integration Testing

ENG6 Software Construction:
@ brembo Coding and Unit test
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‘ Software Process improvement activities: Guidelines & Procedures
‘ Applicable external norms and guidelines Referenced exte rnal norms and guidelines
\ MISRA Guidelines

\_

Automotive SPICE PAM & PRM
IEC 61508
MISRA-C Guidelines (C language)

Customer norms

IEEE Software Engineering
Guidelines Collection

/
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Brembo Internal Guidelines

/ Software Development Guideline

Software Tailoring Guideline

Software Project Management Guideline

Software Requirements Specification Guideline

Software Design Guideline
Software Coding Guideline
Software Testing Guideline

Software Problem Resolution Guideline

Software Configuration Management Guideline
\ Software Quality Assurance Guideline

)




i Software Process improvement activities: ENG 1 to ENG 10

7 Requirements Management with Doors®
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‘ Process improvement activities: ENG 6
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‘ Process improvement activities: ENG 7

Software Unit Integration Testing
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‘ Process improvement activities: SUP1

Software Quality Insurance
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i Automotive SPICE Assessment: results of June 2007

7 3 days on-site Assessment conducted by CNR-ISTI, Pisa

- Level 2 OK I

— Level 2 OK I

ACQ4 assessed on 28/09: waiting for result...

©) brembo

More than brakes.



3. Safety Process Improvement
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‘ Safety Process @ IEC61508

‘ 1 Kick-off

Assessment

Gap Analysis

Pilot project: EPB VeCo

Coaching by external consultants

[
I
; SAFETY SAFETY CASE
| Process System Level
: Setup (Concept Phase)
!
l Functional Safety Management
| | |
: ! )
I A-phase '! B-phase : s C-phase

I I
! : EPB Product
[ : Certification

‘ - - u '
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i IEC 61508: overall E/E/PES Safety lifecycle
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‘ IEC 61508: E/E/PES Safety lifecycle and Automotive-SP  ICE

ENG1 Requirement SPL2
Elicitation Product Release
ENGZ_ System ENG10
Requirement I System Testin
Analysis Y 9
ENG3 ENG9 Sy_stem
System Design Integratlpn
Analysis
Reaurement ENGS
q . Software Testing
Analysis
ENG5 ENG?7 Software
Software Design Integration Testing
ENG6 Software Construction:
Coding and Unit test

GOAL: provide evidence that the implemented
system fulfils the requirements of the = SW Safety
Requirements Specification and their defined SIL
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‘ Interfacing IEC 61508 and Automotive-SPICE

‘ # Estabilishment of responsibilities
Documentation of the activities

Specification of SW Safety lifecycle (similar to SPICE V-model) partitioning
each activity into elementary actions

Design and code specific Safety Functions and related diagnostics on the
base of the defined system safe states or downgraded mod e

Provide Safety Integrity attributes to Software Requirements as pointed
out by Risk Analysis and cross-check with other technique s (FMEA)

Define adequate, specific techniques and measures  for the guarantee of
guality and safety of software on the base of requested SIL (tuning of
internal Software Tailoring Guidelines):

= Ensure modularity, testability and safe modifiability o f the software

= Specific Verification&Validation plans and methods to de monstrate
safety (100% unit, integration and functional tests)

= Plan and provide documented impact analysis, redesign, re-
verification for every SW modification
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3. Conclusions
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‘ SPICE and IEC 61508:

some remarks and open issues...

Automotive-SPICE

IEC 61508
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mm)  Model based design and automatic
code generation not explicitely
taken into consideration

> Absence of guidelines for mapping
Automotive SPICE to other
widespread standards like CMMI

) The norm requires onerous
interpretation and experience:
difficult to implement without

strong, qualified coaching.

—> WD26262: when will it be available
and usable?

Then will life really become easier?



‘ Software & Safety Process: mid-term roadmap

Q4- 2007: To extend the application of Automotive SPICE & IEC
61508 to other mechatronic safety-critical projects

Q1-2008: To consolidate level 2 (Largely -> Fully performed) o n the
defined activities and further project phases

Q2-2008: To update Brembo Quality Manual integrating the
Software & Functional Safety processes (Mid 2008)

Q3-2008: To provide performance targets to some SPICE activiti es
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Thank you!

JeanBruno_Metzen@brembo.it
Tito_Spinelli@brembo.it
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