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Complex interaction increases safety risks
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• The resilience of the car you will be driving in th e future will
depend on the dependability of the software in the other cars 
around you. Your airbags might inflate, for instanc e, if the 
software in a nearby car erroneously warns your car  that it is 
about to crash into it.

• In the future car we will have an unimaginable numb er of powerful 
computing devices that are all connected, and that can potentially 
interact.

• Each of these powerful devices may be controlled by  multi-million 
line programs. Who is going to write this software,  and how can 
we make sure that the resulting systems are reliabl e?

• Your car may now fail not because of faulty softwar e in your own
car but because of faulty software in someone else' s car that 
interacts with yours in an unexpected way.
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• Which problems will have to be solved before we can  
trust these types of systems?

• The basic methods that are used in software 
development have not changed much. So how is it tha t 
today one can indeed write million line programs, a nd, 
at least some of the time, get them to work reliabl y?

• A good requirements process, a careful system of 
checks and balances, and perhaps most importantly 
good tool support is not sufficient even if the qua lity of 
the software development tools that programmers use  
today to develop and test code is vastly better tha n it 
was 10-15 years ago.
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Today's tools support a style of programming that i s at 
odds with the needs of the types of applications th at will 
soon dominate. They provide good support for the 
development of sequentially executing code, but hav e 
have only limited support for multi-threading and 
concurrency.

Today it is quite difficult to test or to debug a t ruly 
distributed application.

The perfect goal will be to build an interactive co de 
checking system

SPIN + …..



Pisa, Italy May 15, 2008 Automotive-SPIN Italia, 3rd  WS on Automotive Software

___________________________________________________________________________________________________________________________________________________

It is necessary that in the next decade 
programmers will gain access to a new breed of 
smart source code analyzers for both sequential 
and distributed systems code . These analyzers 
can be embedded into standard program 
development environments , and they can work 
without the programmer being aware of it . These 
analyzer demons will be able to warn the 
programmer virtually instantaneously when 
subtle bugs get introduced into the code -- the 
true ideal of a programmer's omniscient helper .


