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Security by Design [1/2]

Definition

Security:

The state in which the integrity, confidentiality, and accessibility of information, service or
network entity is assured [ |


https://doi.org/10.6028/NIST.IR.4734

Security by Design [2/2] —
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What should we grasp?
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Security by design expects to consider cybersecurity as a requirement so
that the system can securely deliver intended functionalities.



Why Automotive needs Security by Design? ST —

How Automotive has been evolving

O ~0O
(\O’j Road users

i

CAN relies on Security
by Obscurity

Cloud
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How Automotive integrates Security By Design =l e
1ISO21434: The Concept Phase

1 ITEM DEFINITION 3 CYBERSECURITY GOALS
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2 TARA 4 CYBERSECURITY CONCEPT



How Automotive implements Security By Design oo
Bottom-up strategy

Application software
hardening

Interfaces hardening

OS hardening

HW root of trust




HW root of trust ) -

Make sure to know your guests ©

ROM

code —> Signature | Public key | Bootloader —» Signature | Public key Kernel
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OS hardening [1/2] o =

Do not let party at home ©

administrator@administrator-HVM-domU:~S findmnt -1 | grep noexec

“ACHJnt“19 /sys sysfs S rw,nosuid,nodev, ,relatime

ARM, ARME4,
XB6_32, XBE_64

3.7-319,40-
Enable module signature verification

Harden your kernel MODULESIG= 420,50-517

Avoid using legacy kernel versions


https://www.timesys.com/security/securing-your-linux-configuration-kernel-hardening/
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OS hardenlng [2/2] ADVANCED SOLUTION il
Do not let party at home ©
33918 2000,81/81 22:59:53.3014T9 SARS6.1565 242 LINF 5¥5 JOUR 766 log fatal werbose 4
L+ 2000,/01/01 22:59:52,980008 sshd[86678]: Emergency: BVC ave: denied { transition } for |
Mandatory ACCGSS ContrOI pid=86678 comm="sshd” path="/bin/bash.bash"| devs="overlay" ino=7
S scontext=system_uw:system_risshd_t:s8-s8:cB.c1823
(S ELI N UX) S tcontext=unconfined_u:unconfined_riuncenfined_ti:s@-s8:cB.cl1d
23 telass=process pernlssive=a
Host-based firewall (iptables)
. o
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Interface hardening oo

Do not leave your door open ©

Whitelist your USB ports

User ECL

< AF5463BC12FF
Authenticate your debug ports — Signature(AF5463BCI2FF g

Frivate Key Public Key




Application software hardening

You know when your guests act up ©

C/C++

vold buggy (void) {
char in[32] = {'\0'"};
gets(in) ;
printf("The 1
return;

}

—
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put string is %s",in);

Mitigations

-fstack-protector

Emit extra code to check for buffer overflows, such as stack
smashing attacks. This is done by adding a guard variable to
functions with vulnerable objects. This includes functions
that call "alloca™, and functions with buffers larger than 8
bytes. The guards are initialized when a function 1s entered
and then checked when the function exits. If a guard check
fails, an error message is printed and the program exits.

-fstack-protector-all
Like -fstack-protector except that all functions are
protected.

-fstack-protector-strong
Like -fstack-protector but includes additional functions to
be protected --- those that have local array definitions, or
have references to local frame addresses.

[acc man page]

The gets () function, which was deprecated in the C99 Technical Corrigendum 3 and removed
from C11, is inherently unsafe and should never be used because it provides no way to control
how much data is read into a buffer from scdin. This noncompliant code example assumes that
gets () will not read more than BUFFER_S1ZE - 1 characters from stdin. This is an invalid
assumption, and the resulting operation can result in a buffer overflow.

[CERT C]

Minimize attack surface
(AKA) Software BOM
minimization



https://www.man7.org/linux/man-pages/man1/gcc.1.html
https://chenweixiang.github.io/docs/SEI_CERT_C_Coding_Standard_2016_Edition.pdf

Wrap up o
« Security by design can be applied to Automotive systems.

« Security by design shall be applied to Automotive systems.

* Resources and awareness have been rising e.g., MITRE embedded for

RISK assessment.

Practice makes perfect.


https://emb3d.mitre.org/
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See you next time © S
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