
Driving Forward: 

Security by Design in Automotive Industry
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Security by Design [1/2]
Definition
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Security:

The state in which the integrity, confidentiality, and accessibility of information, service or 

network entity is assured [NISTIR 4734]

https://doi.org/10.6028/NIST.IR.4734


What should we grasp?

Security by Design [2/2]
Definition
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Security by design expects to consider cybersecurity as a requirement so 

that the system can securely deliver intended functionalities.



Why Automotive needs Security by Design?
How Automotive has been evolving
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CAN relies on Security 

by Obscurity

Road users

Cloud

V2X



How Automotive integrates Security By Design
ISO21434: The Concept  Phase
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1 ITEM DEFINITION 

2 TARA

3 CYBERSECURITY GOALS 

4 CYBERSECURITY CONCEPT



How Automotive implements Security By Design
Bottom-up strategy
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HW root of trust 

OS hardening

Interfaces hardening

Application software 

hardening



HW root of trust 
Make sure to know your guests ☺
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HSM

HASH (Public key)

ROM 

code
Boot loaderSignature    Public key KernelSignature    Public key



OS hardening [1/2]
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Do not let party at home ☺

TimeSys

Mounting

Harden your kernel

Avoid using legacy kernel versions

https://www.timesys.com/security/securing-your-linux-configuration-kernel-hardening/


Host-based firewall (iptables)

OS hardening [2/2]
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Do not let party at home ☺

Mandatory Access Control 

(SELINUX)



Whitelist your USB ports

Interface hardening
Do not leave your door open ☺
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Authenticate your debug ports



Application software hardening
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You know when your guests act up ☺

C/C++

Mitigations

[gcc man page]

[CERT C]

Minimize attack surface 

(AKA) Software BOM 

minimization 

https://www.man7.org/linux/man-pages/man1/gcc.1.html
https://chenweixiang.github.io/docs/SEI_CERT_C_Coding_Standard_2016_Edition.pdf


• Security by design can be applied to Automotive systems.

• Security by design shall be applied to Automotive systems.

• Resources and awareness have been rising e.g., MITRE embedded EMB3D for 

RISK assessment.

• Practice makes perfect.

Wrap up
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https://emb3d.mitre.org/


Question time
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See you next time ☺
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www.artgroup-spa.com


	Slide 1
	Slide 2: Security by Design [1/2]
	Slide 3: Security by Design [2/2]
	Slide 4: Why Automotive needs Security by Design?
	Slide 5: How Automotive integrates Security By Design 
	Slide 6: How Automotive implements Security By Design 
	Slide 7: HW root of trust  
	Slide 8: OS hardening [1/2]  
	Slide 9: OS hardening [2/2]
	Slide 10: Interface hardening   
	Slide 11: Application software hardening 
	Slide 12: Wrap up  
	Slide 13: Question time
	Slide 14: See you next time 
	Slide 15

