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Tessent Embedded Analytics - Example Markets Verticals we serve

AI Data Center Automotive 5G Storage

Common Characteristics of Previous Designs

Complex Designs Debug Functionality Hardware/Software
Optimisation

System Performance RISC-V Adoption
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Threat Categories
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An embedded security subsystem – Siemens Tessent Embedded Analytics
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Attack Examples



Restricted | © Siemens 2023 | L. Harrison | Tessent | 2023-05-03

Physical Demonstrator

SecureCAV
http://www.securecav.com
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CARla Simulator

Physical CAN Bus

Vehicle Instrument Cluster

Modelled ECU including Embedded Analytics

Hacker Control
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SecureCAV Demonstrator Architecture

CAN Network

Example ECU’s
Ethernet to CANVehicle Simulator

FPGA based ECU Including Embedded Analytics 

Cloud Data Storage
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SecureCAV Demonstrator Architecture
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ISO 21434 Threat Detection

Time

Threat 
Detection 
analysis

Threat 
Mitigation
applied

New 
vulnerability

present

Updated 
Threat 

detection

Risk

Acceptable Risk



Restricted | © Siemens 2023 | L. Harrison | Tessent | 2023-05-03

Cloud based data analysis

Problem
Once deployed it is required to continue the online monitoring of devices for 
their entire life cycle.

Solution
Full visibility into deployed systems enabling optimisations and debugging 
throughout the entire system lifecycle

Benefits
• Fleet data collected to enable more advanced offline analysis
• Optimise software to achieve better performance and efficiency
• Faster root-cause analysis of attacks and bugs improve customer 

satisfaction
• Use historical performance data to inform designs of next-gen chips
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Detection of individual attacks
Anomalous 
device
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Analysis of fleet impact Fleet variation
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Data feedback and OTA

Embedded Analytics
On-Chip Data Collection

Fleet Management
Data Analytics



Restricted | © Siemens 2023 | L. Harrison | Tessent | 2023-05-03

Some of the patents we hold for the IP

• Detecting anomalous latent communications in an integrated circuit chip - allows classifying read latencies 
seen by a CPU as anomalous or normal

• Identifying causes of anomalies observed in an integrated circuit chip - finding commonalities in 
measurement windows preceding a known anomalous window

• Error detection within an integrated circuit chip - monitoring errors in data transactions in flight (CRC) + 
actively performing memory region scans (in hardware) to generate hashes to detect errors

• Monitoring accesses to a region of an integrated circuit chip - monitoring internal chip transaction to spot 
security access right breaches

• Performance profiling - signature analysis algorithm

• Hardware based sensor analysis - method of monitoring messages from sensors, comparing hashes and 
taking corrective action if required.
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Thank You
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